INFORMATION SECURITY IN ACADEMIC INSTITUTIONS

Strengthening the Information Security Policy and Practice
of America’s Colleges and Universities

Academic institutions face unique information security threats and increasingly frequent and severe
incidents, yet little research has been conducted to address these issues. Incidents such as
information theft, data tampering, viruses, worms, and terrorist activity constitute significant threats
to public safety and national security.

The clash between academia’s open culture and current needs for security, the anonymity and
diversity of IT users, and students’ high-risk activities (e.g., peer-to-peer networking, wireless,
instant messaging) are establishing academic institutions as the weakest link in America’s chain of
infrastructure security.

The purpose of this research project is to address these issues by providing objective data,
recommendations for policy, and a roadmap for implementation. Project goals include:

Identify and quantify the unique information security issues of academic institutions;
Create an empirically based profile of threats and vulnerabilities;

Determine the balance of costs with assets to be protected,;

Create a roadmap for implementation; and

Distribute project results and insights to universities, government, industry and the public.

Research data will be collected from IT directors of academic institutions across the United States.
Approximately one hundred directors will complete a web-based survey, fifteen additional directors
will participate in one-on-one semi-structured interviews, and three universities’ networks will be
monitored for forensic analysis. Outcomes include an information security profile of academic
institutions, recommendations for policy, a roadmap for implementation, and publications for all
stakeholders. Project close date is March 2006.

This project is funded by the National Institute of Justice (NIJ), the research, development and
evaluation agency of the US Department of Justice and conducted through Columbia University’s
Teachers College graduate school of education.
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